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[57] ABSTRACT 

This invention discloses a vehicle theft prevention system 
which is operative to communicate with a central control 
station thai transmits control signals to the vehicle, the 
system including an antenna, a receiving unit coupled to the 
antenna and operative to receive, via the antenna, the control 
signals transmitted by the central control station, and a 
processor which is operative to apply interference to opera- 
tion of at least one critical eogine component in the vehicle 
after an interruption in reception of the control signals at the 
receiving unit. A method of preventing a theft of a vehicle 
is also disclosed. 

50 Claims, 7 Drawing Sheets 
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THEFT PREVENTION SYSTEM AND by a car installation. The car has a satellite antenna and 

METHOD receiver allowing the signals to locate the car position, and 

create digital navigation information. If the car alarm has 
HELD OF THE INVENTION been set off, this navigation information is passed to a 

The present invention relates to theft prevention systems 5 central radio-communication tower. The tower passes the 
generally and more particularly to vehicle theft prevention information to a central unit where the positional informa- 
systems. tion is processed. The information is passed to a message 

acquisition module and placed in memory. The positional 
BACKGROUND OF THE INVENTION information is then verified by a calculator and finally 

There arc known in the art vehicle theft prevention lu passed to a man/machine interface to be displayed, 
systems in which the position of a vehicle is measured by German Patent Application DE 4321417 describes an 
using a GPS (Global Positioning System) receiver which is alarm device installed in or on the missing vehicle, or a pulse 
fixedly mounted in a vehicle and receives signals from GPS triggered by an external interrogating radio signal, which 
satellites via a GPS antenna. When the vehicle is stolen, a initiates the transmission of encoded radio signals by an 
transmitter in the vehicle transmits the position of the 15 on-board transponder. A wide-area network of reception 
vehicle, and a central station pursues the position of the sites for the transponder outputs is connected to a central 
concerned vehicle. station where the received signals are processed together 

However, many thieves have found ways to overcome with the map references of vehicles and/or the sites at which 
theft prevention systems in which GPS information is uti- their transmissions are detected. 

lized by breaking the GPS antenna. In such a case, no signal 20 U.S.-Pat. No. 5,223,844 describes a mobile unit which 
arrives at the vehicle and the theft prevention systems cannot includes an input unit, responsive to an event or condition 
be utilized. associated with a vehicle, and which provides information 

Other vehicle theft prevention systems which are known describing the event or condition. A satellite receiver,, 
in the art include immobilizer circuits which disable the responsive to navigation signals transmitted by a satellite 
vehicle's engine upon detection of a theft or an unauthorized 25 navigation system, provides information inherently describ- 
movement of the vehicle. ing the vehicle's location based on the navigation signals. A 

Some of the theft prevention systems which are found in mobile unit controller, responsive to the input unit and the 
the art are described hereinbelow. satellite receiver includes a cellular telephone transmitter for 

Japanese Patent Application JP 08136639 describes a ^ transmitting information onto a cellular telephone comrnu- 
method which involves measuring the position of a con- nication link. 

cerned vehicle (V) by a GPS receiver which is mounted on World Patent Application WO 9305490 describes an 
each vehicle. For each vehicle a predetermined management alarm system in which a locator determines a vehicle 
area (A) is set beforehand. The set management area is position via global positioning signals from a satellite, at 
compared with the management area detected by the GPS ^ predetermined time intervals. A memory stores at least the 
receiver during theft. A radio mounted on the vehicle indi- most recent coordinate in memory and a transmitter sends 
cates the position of the theft vehicle. A vehicle administra- signals to a remote facility when a trigger unit is actuated, 
(ion bureau (M) pursues (he position of the concerned German Patent Application DE 4203865 describes appa- 
vehicle. The position of the other external vehicle in the ratus which includes a location device which determines the 
predetermined management area is also pursued. ^ actual position of a vehicle via satellite location in specific 

Belgian Patent Application BE 1007815 describes a sys- time intervals. A radio transmitter sends signals when a 
tcm which is linked via internal antennas, a built in com- trigger device is actuated contingent the momentary or last 
munications module and communications satellites to one or specific position of the vehicle. A memory unit stores at least 
more automatically operated earth based centers. The sys- the last specific position of the vehicle and the radio trans- 
tern has sensors which detect horizontal or vertical move- 45 mitter may be tuned to the receiving equipment of emer- 
ments of the vehicle, unauthorized use or attempts to disable gency services. The release device has an alarm wire which 
the system. The system has an "intelligent interpretation activates the signal when a break-in occurs, and which is 
unit" which controls the communications signal exchanges arranged in the closure or hinge area of a container or space 
and drives a visual signal unit. If the system or the remote to be secured and/or for securing a container walling, 
center determines that the vehicle is being moved without 50 U.S. PaL No. 4,918,425 describes a transponder which 
authorization, the. engine can be disabled. responds to signals transmitted by a base station and indi- 

Wbrld Patent Application WO 9513943 describes a sys- cates by an alarm the absence of appropriate response from 
tcm for remotely tripping a switch which uses a receiver the transponder. The base is capable of participating in 
which is located in the remote location. An unassisted homing techniques to locate a load transponder. A list of the 
telephone call is made by the owner, who is located in the 55 IDs of all transponders reported missing is distributed from 
remote location, and intercepted by the receiver. A tripping a central source by nationwide communication to a network 
circuit responds to the receiver and trips a switch. Preferably, of radio stations. Each station broadcasts the list in an 
upon receiving the signal, the receiver sends an input signal encoded signal in repetitive sequence "along- with regular 
to the tripping circuit. In response to the signal the tripping programming. 

circuit trips the switch, thereby interrupting the vehicles 60 German Patent Application DE 3805810 describes a road 
ignition, and/or activates a vehicle alarm system or vehicle vehicle which has an on board computer that operates 
homing transmitter. The unassisted telephone call includes a together with the vehicle radio to provide a signal transmis- 
predetermincd remote location telephone mirnber and. a sion link that enables the location of the vehicle to be fixed, 
.predetermined security code. The telephone number corre- The vehicle is identified by a code that is stored in system 
spends to the remote receiver. $5 memory. The vehicle movement is related to road maps and 

French Patent Application FR 2709853 describes a sys- is fixed by a navigaliou system which can be provided by 
tern in which satellites generate signals which are received .satellite. Information regarding vehicle speed and location 
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can be transmitted over the radio communication system. In 
the event of theft the location can be fixed. Any damage to 
the aerial causes an alarm to triggers, 

French Patent Application FR 2541801 describes a sur- 
veillance system which includes a permanent emergency 5 
station equipped with a radio. A set of mobile alarm units are 
attached to each of the vehicles to be protected. Each alarm 
unit includes a system using signals emitted by satellites to 
locate its position, a compass, and a speed detector to sense 
its movement. The last two components allow movement of 10 
the vehicle to be monitored between the passage of satellites. 
The alarm units also include an interface and keyboard for } 
control codes, as well as batteries and detectors sensing 
attempted theft. 

SUMMARY OF THE INVENTION ^ 

The present invention seeks to provide vehicle theft 
prevention systems and methods which overcome disconti- 
nuity and interruption of communication between a central 
control station and the vehicle. ^ 

There is thus provided, in accordance with a preferred 
embodiment of the present invention, a vehicle theft pre- 
vention system, for use in a vehicle, wherein the vehicle 
theft prevention system is operative to communicate with a 
central control station that transmits control signals to the 1$ 
vehicle, and the system includes: 

an antenna; 

a receiving unit coupled to the antenna and operative to 
receive, via the antenna, the control signals transmitted 
by the central control station; and 30 
a processor which is operative to apply interference to 
operation of at least one critical engine component in 
the vehicle after an interruption in reception of the 
control signals at the receiving unit 
Preferably, the interference is applied a pre-determined 3S 
time period after the interruption in reception of the control 
signals at the receiving unit. The interference preferably 
includes interruption of operation of the at least one critical 
engine component. 

In a preferred embodiment of the present invention the 40 
predetermined time period is of the order of a few minutes. 

Preferably, the control signals include digital signals 
including periodic control word packets. The digital signals 
include compressed digital signals. 

In accordance with a preferred embodiment of the present 45 
invention the system includes a compressor/decompressor 
which is operative to decompress the compressed digital 
signals. Additionally, the control signals are encrypted, and 
the system includes an encryptor/decrypter which is opera- 
tive to decrypt the encrypted control signals. 50 
Preferably, the system also includes: 
a speaker interface which is coupled to the processor and 
is operative to receive from the processor instructions 
for playing at least one of voice messages and alarm 
signals; and 55 
a speaker which is coupled to the speaker interface and is 
operative to play the at least one of the voice messages- 
and the alarm signals. 
The system also includes an engine interface which is 
coupled to the processor and to the at least one critical 60 
engine component, wherein the engine interface is operative 
to interfere with the operation of the at least one critical 
engine component in response to an instruction provided by 
the processor. .... 

■ Additionally, the system includes a display tor displaying r>s 
visual messages in response to an instruction provided by 
the processor. 
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Preferably, the system also includes: 

a video camera interface which is coupled to the processor 
and is operative to receive from the processor instruc- 
tions for photographing; and 

a video camera which is coupled to the video camera 
interface and is operative to photograph a driver in the 
vehicle. 

In accordance with a preferred embodiment of the present 
invention the system also includes a vehicle transmitting 
unit which is coupled to the video camera and to the 
processor and is operative to transmit at least video pictures 
of the driver and the voice messages to the central control 
station via the antenna. 

Preferably, the vehicle transmitting unit is also coupled to 
the compressor/decompressor for compressing information 
which is to be transmitted to the central control station prior 
to transmission thereto. 

Additionally, the vehicle transmitting unit is also coupled 
to the encryptor/decrypter for encrypting information which 
is to be transmitted to the central control station prior to 
transmission thereto. 

Preferably, the system also includes a memory which is 
coupled to the processor and is operative to store any of 
warning messages and pictures of a driver. The memory is 
operative to store at least one of the following: any infor- 
mation that is played to a driver and any information that is 
displayed to a driver. 

Additionally, the memory is operative to store at least one 
of a time when video pictures are photographed, a time of a 
theft of the vehicle, a location of the vehicle, and a velocity 
of the vehicle. 

In a preferred embodiment of the present invention the 
system also includes monitoring circuitry which is operative 
to monitor the status of at least one of the receiving unit, the 
antenna control circuitry, the processor and the card reader. 

Additionally, the system includes a keyboard for entering 
at least one of user data and installer data. The user data 
includes at least one of a user code and a delay period after 
which the interference to operation of at least one critical 
engine component is applied. 

Preferably, the installer data includes a delay period, after 
which the interference to operation of at least one critical 
engine component is applied. 

Further, the system preferably includes a card reader 
which is coupled to the processor and is operative to 
communicate with a smart card, wherein the smart card is 
operative to control access to the vehicle. 

There is also provided in accordance with a preferred 
embodiment of the present invention a vehicle theft.preven- 
tion system, for use in a vehicle, wherein the vehicle theft 
prevention system is operative to communicate with a 
central control station which transmits control signals to the 
vehicle, and the system includes: 

a first antenna and a second antenna, each operative to 
receive the control signals transmitted by the central 
control station; 
antenna control circuitry which Is operative to compare 
signals received at the first antenna with signals 
received at the second antenna and to provide a deter- 
mination of an interruption of reception of the control 
signals at at least one of the first antenna and the second 
antenna; and 

a processor coupled to the antenna control circuitry and 
operative to determine a theft of the vehicle in accor- 
dance with the determination of the interruption of 
reception of the control signals at the at least one of the 
first antenna and the second antenna. 
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Preferably, the antenna control circuitry includes: 
a comparator which is operative to compare signals 
received at the first antenna with signals received at the 
second antenna and (o generate a comparison signal; 
a micro-controller which is coupled to the comparator and 
is operative to receive the comparison signal and to 
generate an instruction in response to the comparison 
signal; and 

a selector which is coupled to the micro-controller and to 
the comparator and is operative to select one of signals 
received at the first antenna and signals received at the 
second antenna in response to the instruction provided 
by the micro-controller. 
Additionally, the antenna control circuitry also includes a 
memory which Is coupled to the micro-controller and is 
operative to store threshold values which arc employed by 
the micro-controller to determine quality of operation of the 
first antenna and of the second antenna. 

There is also provided in accordance with a preferred 
embodiment of the present invention a method of preventing 
a theft of a vehicle, the method being employed with a 
vehicle mounted system which is operative to communicate 
with a central control station which transmits control signals 
to the vehicle, the method including: 
receiving the control signals via an antenna; and 
applying interference to operation of at least one critical 
engine component in the vehicle when the receiving of 
the control signals is interrupted. 
Preferably, the applying step includes activating the inter- 
ference to operation of at least one critical engine compo- 
nent in the vehicle a predetermined time period after the 
receiving of the control signals is interrupted. The interfer- 
ence includes interruption of the operation of the at least one 
critical engine component. 
Additionally, the method includes: 
determining that the vehicle is stolen by a thief; and 
providing a warning message to inform the thief that the 

engine will be turned off after a delay period. 
Preferably, the delay period is of the order of a few 
minutes. 

In accordance with a preferred embodiment of the present 
invention the step of providing a warning message includes 
generating at least one of a voice message, a visual warning 
message and an alarm signal. 

Preferably, the method also includes photographing a 
driver in response to the determining step. 

Additionally, the method includes storing at least one of 
information that is provided to the thief and pictures of the 
thief. 

Further in accordance with a preferred embodiment of the 
present invention the method includes transmitting informa- 
tion indicating a theft of the vehicle to the central control 
. station in response to the determining step. 

Preferably, the tra as mil ling step also includes transmitting 
information including at least one of a time of the theft of the 
vehicle, a time at which the pictures of the thief have been 
taken, -a location of the vehicle, and a velocity of the vehicle. 
. Additionally, the method includes compressing the infor- 
mation prior to the transmitting step. The method also 
includes encrypting the information prior to the transmitting 
step. 

Preferably, the step of determining that the vehicle is 
stolen by a thief includes determining that a valid smart card 
is not inserted in a smart card reader within a pre -determined 
time period after ignition of the vehicle. 

Additionally, the step of determining that the vehicle is 
stolen by a thief includes: 
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generating a message requesting a driver to enter a user 
code; and 

determining that the driver does not insert the user code 

during a pre -determined time period. 
In accordance with another preferred embodiment of the 
present invention there is provided a method for preventing 
theft of a vehicle, the method being employed with a vehicle 
mounted system which is operative to communicate with a 
central control station which transmits control signals to the 
vehicle, the method including: 
providing a first antenna and a second antenna, wherein 
each of the first antenna and the second antenna is 
operative to receive the control signals transmitted by 
the central control station; 
comparing signals received at the first antenna with 
signals received at the second antenna to provide a 
difference signal indicating at least one of a difference 
in signal level and a difference in signal phase between 
the signals received at the first antenna and the signals 
received at the second antenna; 
determining an interruption of reception of the control 
signals at at least one of the first antenna and the second 
antenna; and 

generating an indication of a theft of the vehicle in 

response to the determining step. 
Additionally, the method includes: 
selecting one of the signals received at the first antenna 
and the signals received at the second antenna in 
response to an instruction provided by a micro- 
controller; and 
providing the selected signals to a processor. 
Preferably, the determining step includes: 
comparing a level of the difference signal with a level 

threshold value; 
comparing a phase of the difference signal with a phase 

threshold value; and 
determining an interruption of reception of the control 
signals at at least one of the first antenna and the second 
antenna when at least one of the level of the difference 
signal and the phase of the difference signal exceeds the 
level threshold value and the phase threshold value 
respectively. 

Additionally, the method includes storing the level thresh- 
4S old value and the phase threshold value in a memory. 

There is also provided in accordance with a preferred 
embodiment of the present invention a method of distin- 
guishing between a vehicle theft and an interference in 
communication in a theft prevention system which is 
mounted in the vehicle and which communicates with a 
central control station that transmits control signals which 
are received at the theft prevention system, the method 
including: 

comparing signals received at the theft prevention system 
at a first time period with signals received at the theft 
prevention system at a second time period; 
determining an interference of communication upon 
detection of a continuous fade out in reception of the . 
signals received at the second time period with respect 
to the signals received at the first time period; and 
determining a vehicle theft when the signals received at 
the second time period are substantially of zero level. 
Further in accordance with a preferred embodiment of the 
present invention the control word packets include person- 
alized control word packets. 

Still further in accordance with a preferred cnibodimeur of 
the present invention the me thud also includes transmitting 
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a vehicle theft signal from the theft prevention system, the intended for another vet**, is '«nicd teiek. 

vil e theft signal comprising an identification of the tion information". In such a case the vehicle theft prevention 

vehicle comprising we ^ prefcfably ignorcs comrol packets not intended 

VC Additionally in accordance with a preferred embodiment for that vehicle. 

of the orcscnl invention the control signals include digital 5 Kt is to be appreciated thai satellite communication net- 

sienals comprising periodic control word packets. work 16 may be replaced by a ground cellular communica- 

Morcover in accordance with a preferred embodiment of tion network. In that case, satellite 14 is replaced by a 

the present invention the control word packets include groun d relay antenna system, which is operative to enable 

personalized control word packets. communication between central control station 12 and 

Further in accordance with a preferred embodiment of the 10 vehicle theft prevention system 10. 

present invention the control word packets include person- data md control signals that are provided by central 

alization information and the identification cf the vehicle cq^i station 12 are preferably transmitted in a continuous 

includes the personalization information. m0 de and are received at an antenna 18 and at an antenna 20 

which form part of vehicle theft prevention system 10. 

BRIEF DESCRIPTION OF THE DRAWINGS 15 Vcfaicle ^ft prevention system 10 is preferably mounted in 

The present invention will be understood and appreciated vehicle U. 

more fully &om the following detailed description, taken in Preferably, antenna 18 is mounted at a visible location in 

conjunction with the drawings in which: vehicle 11, such as on the vehicle roof as illustrated in FIG. 

FIG 1A is a generalized block diagram illustration of a IB. Antenna 20 is preferably a hidden antenna which ts 

JS£ thTft nrevention system constructed and operative in 20 mounted at 1 concealed locauon m vehicle U, such as in the 

^^^T^^M^t of the present vehicle trunk as illustrated in FIG. IB. It is appreciated that 

accordance witd a preierrea antcnna 20 is preferably of such a type, and mounted in such 

invention, ' # . » location that eood reception may occur at antenna 20 

FIG. IB is a partially pictorial, P*.^J*^1^^'^ Fto'^A S-Ed location thereof, 

mustratiooof the veh£e theft prevention system of FIG. 1A B £ ^ ^ ^ 

is installed in a vehicle, 22. Preferably receiving unit 22 includes conventional 

HG. 1C is a pictorial illustratioc .of the porton of he and demultiplexing circuitry, and is 

vehicletheftpreventionsystemofnG. lAas installed in the ^ and control signals received 

inside of (he cabin of the vehicle; r-^ ^ 24 4nd to , ptocessor 26. 

FIG. 2 is a Bow chart illustrating a prefawl meinod ot may prefcrably be a conventional processor, 
operation of the theft prevention system of J *J~~~ In a preferted embodiment of the present invention sat- 
in accordance with a preferred emboduneut of (he present ^ X municalion network 16 may also include a system 
invention; of GPS satellites 17 which provides positioning information. 

FIG. 3 is a generalized block diagram illustration of a ^ fe ^ ^ ^ antennas 18 and 20 may also be adapted to 

portion of the system of FIG. 1A constructed and [operative Q?& positioning infonnation. 

in accordance with a preferred embodiment of the present ^ ^ infonnalio n received via antennas 

invention; 18 and 20 may be decoded at a GPS reception unit 23 which 

FIG. 4 is a How chart illustrating a preferred method of ^ w t0 tece ivu,g unit 22. Alternatively, the GPS 

operation of the system of FIG. 3 in accordance with a w ^^j,, information may be received via a separate GPS 

preferred embodiment of the present invention; and antenna (not shown) which may be directly coupled to GPS 

FIGS. 5A and SB together constitute a flow chart illus- recept i 0 n unit 23. 

trating a preferred melhod of operation of the theft preven- u is to be appreciated that if network 16 is a cellular 

tion system of FIGS. 1A and IB in accordance with another communication network, receiving unit 22 may preferably 

preferred embodiment of the present invention. 45 be a communication receiver, as available in con- 

DETAILED DESCRIPTION OF PREFERRED ventional ceUular telephones 

U EMBODIMENTS if the data and control signals provided by central control 

,. A station 12 and received at receiving unit 22 are analog 

Reference is now made to FIG. 1A, which is a generalized g . . Kceiving uni , 22 may also include an analog-to- 
block diagram illustration of a vehicle theft prevention 50 '^^^ ( not shown) for converting analog signals 
system 10 constructed and operative in accordance with a ^ which m proccssed at processor 26. 
preferred embodiment of the present invention and to FIGS. ^ embodimen , of the preseot invention the 
IB and 1C which are partly pictorial, partly block diagram P transmilted by central control sta- 
illustrations of the vehicle theft prevention system of FIG. ^ ^ ^ j( receiving u(lil 22 include digital 
1A as installed in a vehicle 11. 55 CO(I)pressed si b Insuc h a case, receiving unit 22 maybe 

\fehicle iheft prevention system 10 is operative to com- ^ ^ ^ co[npressor/decoD1 p rcsS or 28 which is opera- 

municate with a central conlrol station 12 via a satellite L4 ^ ^ dec ress thc compressed data received at receiv- 

which forms part of a satellite communication network 16. ^ ^ 

Central control station 12 transmits data and control signab * ^ erab odiment of .he present invention 

which may be either digital signals, typically n the form ot 60 ' P transm iitcd by central control 

periodic control word packets, or analog signals. Preferably '™^\^x^^ receiving unit 22 may be also 

particularly in the case of control word packets the control stttoonU «nd«x. * 8 ^ 

signaLs are personalized, that is, different vehicles compns- StaS 30 which is operative to decrypt 

. ing the vehicle theft prevents system 10 receive differen ^^J^^L^ unil 22. 

rnmml oackeis Infonnation comprLsed in a personalized <>5 ">c data rt^eivco ai re«.i h 

con S word packd. by which a control word packe. It is .0 be appreciated that ... .he case where the receive 

„"en^dlr one vehicle dillcrs from a control word packe, data and eon.ru! signaLs are encrypted and compressed 
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■ j : -i, oro nir-Ferahlv first video camera 48 respectively, may be compressed at 

^S^^^P^^ » transm*sion oy 

S form. If the communicated signals are encrypied vehicle transmuting unit 50. 

anaiofi signals, encryptor/decrypter 30 may include an ana- Preferably, network 16 may employ encrypted mfovma- 

k^S^S^t (not shown). 5 lion. In such a case, the data and video signals, provided by 

pSK «2L control circuitry 24 is operative to processor 26 and by video camera 48 respectively, may be 

6c^c tc ^y of operation of antenna 18 and of encrypted at encryptor/decrypter 30 pnor to transmission by 

antenna 20 as described in detail herein below with refer- vehicle transmitting unit 50. 

encc to FIG 3 Antenna control circuitry 24 preferably [ n another preferred embcKiiment ot the present mvenuon 

orovides a signal indicating the quality of operation of w daU Md video signals generated by processor 26 and by 

antenna 18 and of antenna 20 to processor 26. It is to be ^0 camera 48 may be compressed at compressor/ 

appreciated lhat antenna control circuitry 24 may alterna- decompressor 28 and encrypted at encryptor/decrypter 30 

lively be part of receiving unit 22. prior to transmission thereof. 

In a preferred embodiment of the present invention pro- Processor 26 may be programmed by a user, typically the 

cesser 26 communicates with the following units: a memory 15 vc hj c lc owner, or by an installer via a keyboard 52 which is 

32 a display 34, a speaker interface 36, a card reader 38, an coupled thereto. Preferably, the programming may include 

engine interface 40, compressor/decompressor 28, a video cntC ring time period selections and system configurations as 

camera interface 42, encryptor/decrypter 30, monitoring unit described herein below with reference to FIG. 2. 

54, keyboard 52 and antenna control circuitry 24, all of ^ ^ preferred embodiment of the present invention pro- 

which may be appropriate conventional components. ccssof ^ ^ ^ ^^1^ to monitoring circuitry 54. The 

Speaker interfece 36 preferably includes a DSP (Digital functionality of monitoring circuitry 54 is described ber-in 

Signal Processing) unit (not shown) which is operative to aftef ^ reforcnce t0 FIGS. SAand 5B. 

control operation of a speaker 44 in response to instructions Rc f crcn cc is now made to FIG. 2 which is a flow chart 

received from processor 26. ^ Castrating a preferred method of operation of the theft 

Card reader 38 is preferably a conventional IC (Integrated prcvcnt i on S ys tC m of FIGS. 1A, iB and 1C. 

Circuit) card reader and is operative to read data from and Vchiclc tnc ft prevention system 10 of FIGS. 1A, IB and 

write data to a smart card 46. 1C may oc operated with either one or two antennas. When 

In a preferred embodiment of the present invention engine mc ft prevention system 10 is operated in a configu- 

interface 40 is coupled to one or more conventional critical ^ ^ which Qnly 0QC antCQna jg employed, the antenna 

engine components such as a starter, an alternator, a battery, ^ ^ mlenQiL 18 In a configuration in which two antennas 

a distributor, a gas pump and an automatic gear m eraployeo ^ an tenna 20 may be added, 

transmission, and is operative to control operation of the ^ ^ ^ u ^ brcaks an antenna, rcccp- 

critical engine components in response to instructions pro- ^ ^ ^ bfokcn anIcnna ^ interrupted, and signals from 

vided by processor 26 as described herein below with 35 ^ to ^ pro vidcd via receiving umt 

reference to FIG. 2. Some of the above mentioned fonven- n tQ proccssor 26. If only one antenna is employed in the 

tional critical engine components are illustrated in FIG. IB ^ whicle meft prevention system 10 ceases to receive 

as installed in an engine- compartment 41. ^ signals at all from central control station 12. 

Video camera interface 42 is operative to control opera- configuration in which only antenna 18 is employed 

tion of a video camera 48 (FIG. 1C) in response to instruc- ^ ^ ^ reccived at veh i c i e theft prevention 

lions received from processor 26. Preferably, video camera ^ occssor 26 ma y send an interrupt signal which 

48 is a micro-camera which is mounted at a hidden location ' endne intcr face 40 to cause interference to opera- 

in vehicle 11 and is positioned to take pictures of a dnver s ^ ^ onc ^ ritical engine component, or a plurality of 

face. AQ u critical engine components. The interference may include 

It is to be appreciated that video camera 48 may oe 45 iQQ of the opera tion of the critical engine 

mounted behind a panel 49 which may slide to expose video CQ ^ or lhe plurality of critical engine components, 

camera 48 and to enable video camera 48 to photograph the « referablv the operation of a critical engine component is 

driver in response to a signal provided by video camera ^ ^wipled immediately. Rather, interruption of the 

interface 42. critical ine corap onent is delayed for a delay period 

Processor 26 and video camera 48 are each. coupled to a 50 fe icaU of me order 0 f a few minutes, such as 5 

vehicle transmitting unit 50 which is operative to transmit minutcs 

data relating to a theft of y^^^^^£ Additionally or alternatively, processor 26 may generate 

central control station 12 via hidden antenna 20 Preferably, ^ to int Uon of thc 

the data includes personalization data Hteatifyjog the * ™* of ™e Critical engine component or components, 

vehicle, which personalization data may inch* : dat torn 5 5 e may * inro rm the thief that the engine 

previously received personalized contro word packeuas ^^"J*^ £ that thc vch ide is going to slow 

H^rihed above It s to be appreciated that vehicle trans- gu«»=> lu , , . . . . 

lhe data and video signals, provided by processor 26 and engine is (unn-d ott. rrctwaoiy. 
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time remaining before the engine is turned off includes the (heft of ihe vehicle to vehicle transmitting unit 50 which 

display of a continuously changing time on a clock. prepares the information for transmission via antenna 20. 

This feature is used to prevent the thief from causing an In a preferred embodiment of the present invention pro- 
accident, possibly contributed to by operation of the theft cessor 26 instructs video camera interface 42 to enable video 
prevention system. Such an accident could be caused, for 5 camera 48 to provide the video pictures of the thief to 
example, by the thief dangerously maneuvering the vehicle, vehicle transmitting unit 50. Vehicle transmitting unit 50 
since, due to the action of the theft prevention system, the combines the video pictures and the information provided by 
engine may be turned off, or the vehicle may slow down processor 26 and transmits the combined information via 
during a dangerous maneuver, and the thief may lose control antenna 20 to central control station 12. 
of the vehicle and cause an accident. " Preferably, the information related to the theft of the 
It is to be appreciated that the delay period may be vehicle may include the time of the theft, the time at which 
selected by the installer via keyboard 52, or determined at the pictures of the driver have been taken, and other general 
time of manufacture, or at another time. data, such as the velocity of the vehicle. This information 
After the delay period elapses, processor 26 instructs may be obtained from conventional units (not shown) in the 
engine interface 40 to stop the operation of at least one vehicle, such as a clock, and a velocity meter, 
critical engine component to which interface 40 is coupled. Additionally, the information related to the theft of the 
Preferably, the operation of a critical engine component may vehicle may include the location of the vehicle. This infor- 
be interrupted by electrical disconnection or by an electro- mation may be obtained in a conventional manner from GPS 
mechanical operation, such as closing of a valve to cut 2Q reception unit 23, and combined with the other theft related 
supply of gas or a fluid as is well known in the art. information. 

Alternatively or additionally, the operation of the auto- it is to be appreciated that any information which is stored 

made gear transmission may be interfered by disabling gear and/or transmitted to central control station 12 may be 

changing, and allowing the automatic gear transmission to compressed at compressor 28 and/or encrypted at encryptor 
operate only in low velocities, thus slowing down the 25 30 prior to storage and/or transmission as described herein 

vehicle. above. 

The visual warning message displayed on display 34 may In the case in which antenna 20 is operative and may be 

be accompanied by a vocal warning message. In such a case, employed for reception of information from central control 

processor 26 may instruct speaker interface 36 to play the station 12, as well as for transmission to central control 
message via speaker 44. Preferably, the vocal warning 30 station 12, more complex warning messages may be dis- 

message informs the thief of the time remaining till the played and played to the driver. Such warnings may include 

engine is turned off. short video movies in which the thief is warned that the theft 

Alternatively or additionally, a vocal alarm signal, which of the vehicle is registered and that the vehicle is being 

may be similar to alarm signals generated by conventional chased. The video movies may be either stored in memory 
vehicle alarm systems, may be generated via speaker 44. 35 32 or transmitted by central control station 12 to vehicle 

In a preferred embodiment of the present invention the prevention system 10. 

visual warning message and the vocal warning message may !□ another preferred embodiment of the present invention 

be preprogrammed messages which are originally stored in a smart card may be employed to determine whether the 

memory 32 and retrieved from memory 32 by processor 26. vehicle is stolen. In such a case, unless a valid smart card, 
Alternatively, the visual warning message and the vocal 40 such as smart card 46, is inserted in smart card reader 38 

warning message may be part of the data transmitted to within a short time period after ignition of the vehicle, the 

vehicle theft prevention system 10 by central control station vehicle is determined as stolen. Preferably, the short time 

12. period may be of the order of 1 minute, and may be 

In another preferred embodiment of the present invention pre-programmed by the user, 
processor 26 may instruct video camera interface 42 to 45 Thus, if the thief drives the vehicle without inserting 
.operate video camera 48 and to take pictures of the thief. smart card 46 in smart card reader 38, smart card reader 38 
Preferably, the pictures are stored in memory 32. provides processor 26 an indication of the lack of a valid 
It is to be appreciated that memory 32 may be also smart card, and processor 26 determines a theft of the 
employed as a "black box" to store any information that is vehicle. Then, processor 26 may perform the same opera- 
played and displayed to the thief and information which is tions as mentioned before to inform the theft and to warn the 
related to the theft of the vehicle. In such a case, the mief, i.e. generate the warning messages, Uke pictures of the 
information may be regenerated and provided as evidence thief, store the warning messages and transmit information 
when the vehicle is found.- ao °ut the theft of the vehicle to central control station 12. 

In another preferred embodiment of the present invention, ss Reference is now made to FIG. 3 which is a generalized 

interface uaits 36, 40 and 42 may be mounted in hidden block diagram illustrating a preferred embodiment of 

locations in the vehicle, so that it may be difficult for the antenna control circuitry 24 which forms part of the vehicle 

thief to locate them and to disconnect them. theft prevention system of FIG. 1A. 

If theft prevention system 10 employs two antennas, i.e. The structure and functionality of antenna control cir- 

antenna 18 and antenna 20, and the thief breaks only one of M cuitry 24 is described herein after with reference to vehicle 

the antennas, such as antenna 18, antenna 20 may be used to theft prevention system 10 of FIGS. 1A and IB which 

transmit information to central control station 12. includes both antenna 18 and antenna 20. It is- to be 

In such a case, when vehicle theft prevention system 10 appreciated that antenna control circuitry 24 may be 

ceases to receive signals from antenna 18, processor 26 excluded if only one antenna is employed in vehicle theft 

determines thai the vehicle is stolen, and generates an 65 prevention system 10. 

indication of the theft of the vehicle. Processor 26 also Signals received at antenna 18 ami at antenna 20 ;irc fed 

provides the warning messages and information related to to a comparator 80 and to a selector 82 in antenna control 
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circuitry 24. Preferably, the signals include the control 
signals as mentioned above with reference to FIGS. lAand 
IB. 

Comparator 80 preferably includes conventional elec- 
tronic circuitry which enables comparison of at least two 
signals which are separately fed. Selector 82 preferably 
includes conventional electronic circuitry which enables 
selection of a signal from two signals which are separately 
fed, or a selection of at least one signal from a plurality of 
signals which are separately fed. 

In a preferred embodiment of the present invention com- 
parator 80 is coupled to a micro-controller 84 which is 
operative to control the operation of selector 82 and to 
enable selector 82 to provide a selected one of the signals 
received at antenna 18 and at antenna 20 to receiving unit 22. 
Preferably, micro -controller 84 communicates with a 
memory 86. 

If antennas 18 and 20 are connected to vehicle theft 
prevention system 10, and both antennas 18 and 20 operate 
properly, then each of the antennas 18 and 20 receives 
control signals transrrmilted by central control station 12 via 
satellite 14. It is to be appreciated that occasionally, there 
may be some difference in signal level and in signal phase 
between signals received at antenna 18 and signals received 
at antenna 20 due to factors such as random electromagnetic 
noise, and tbe separate locations of antennas 18 and 20. 

Preferably, comparator 80 compares the control signals 
received at antenna 18 and the corresponding control signals 
received at antenna 20 and provides a difference signal to 
micrc-conrroller 84. In a preferred embodiment of the 
present invention the difference signal is processed in micro- 
controller 84 and employed to control the output of selector 
82 and to determine whether the vehicle is stolen as 
described hereinafter with reference to FIG. 4. 

Reference is now made to FIG. 4 which is a flow chart 
illustrating a preferred method of operation of antenna 
control circuitry 24 of FIG. 3 in accordanceVitb a preferred 
embodiment of the present invention. 

The level and the phase of the difference signal, which is 
provided by comparator 80 to micro-controller 84, are 
compared to a level threshold value and to a phase threshold 
value respectively. If both the difference signal level and the 
difference signal phase are below the respective threshold 
values, then micro-controller 84 determines that the vehicle 
is not stolen and provides a status signal to processor 26 
indicating that the vehicle is not stolen. 

It is to be appreciated that practically, the level and phase 
of the difference signal tend to zero since both antennas 18 
and 20 of FIG. 1A receive substantially the same signals. 
The threshold values arc employed to take into account 
acceptable deviations from zero due to the above mentioned 
factors of electromagnetic noise and separation of the anten- 
nas. 

Preferably, the threshold values may be either determined 
by micro-controller 84, or stored in memory 86 at the time 
that theft prevention system 10 of FIGS. 1A and IB is 
installed in the vehicle. Alternatively, the threshold values 
may be determined at time of manufacture, or at any other 
suiiable time, and fed to memory 86. 

If a thief steals the vehicle and breaks one of antennas 18 
and 20, typically visible antenna 18, then antenna 18 is 
disconnected and signals are no longer provided by antenna 
18 to antenna control circuitry 24. Accordingly, antenna 
control circuitry 24 senses a zero signal at the input of 
antenna 18. However, antenna 20, which is not broken, 
continues to receive signals, and io provide the signals to 
antenna control circuitry 24. 
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In such a case, tbe level of the difference signal, or the 
phase of the difference signal, or both, exceed one of the 
above mentioned threshold values, or both, and micro- 
controller 84 determines that an antenna is not active and 

5 provides a signal indicating theft of the vehicle to processor 
26 of FIG. 1A. 

In a preferred embodiment of the present invention micro- 
controller 84 may also command selector 82 to block 
passage of the signals from one of the antennas 18 and 20, 

10 or from both antennas 18 and 20, when the indication of the 
theft of the vehicle is generated. 

When the signal indicating the theft of the vehicle is 
received at processor 26, processor 26 may perform the 
same operations as mentioned above with reference to FIG. 

15 2, i.e. generate the waring messages, take pictures of the 
thief, store the warning messages and transmit information 
about the theft of tbe vehicle to central control station 12 of 
FIG. 1A, and mm off the engine after a given delay period. 
Reference is now made to FIGS. 5 A and 5B which 

20 together constitute a flow chart illustrating a preferred 
method of operation of the theft prevention system of FIGS. 
1A and IB in accordance with another preferred embodi- 
ment of the present invention. 
It is to be appreciated that one of the problems which 

25 typically face remote access systems, such as the vehicle 
theft prevention system of the present invention, is the 
ability to distinguish between malfunction of a component, 
such as an antenna or an internal unit of the theft prevention 
system, and theft of the vehicle. This may be solved by 

30 employing monitoring circuitry 54 of FIG. 1A which con- 
tinuously monitors the status of the internal units of vehicle 
theft prevention system 10 of FIGS. 1A and IB. 

In a preferred embodiment of the present invention moni- 
toring circuitry 54 transmits monitoring signals to each of 

35 the units of theft prevention system 10, via processor 26, and 
waits for a response signal from each of these units. If a unit 
does not respond, or responds with an incorrect signal, 
monitoring circuitry 54 determines that the unit is 
malfunctioning, and sends, via processor 26, a warning 

40 message to the driver. The warning message is preferably 
displayed on display 34 of FIGS. 1A and IB. 

It is to be appreciated that if the unit that caused genera- 
tion of a warning message is a unit which participates in the 
reception and processing of incoming signals, such as 

4 receiving unit 22, antenna control circuitry 24 and processor 
26, and reception at an antenna , is interrupted after such a 
message is generated, vehicle theft prevention system 10 
preferably does not determine that the vehicle is stolen. 

J0 Another problem which often occurs, is that an antenna 
does not receive signals due to interference in communica- 
tion and/or interruption of the communication. Such inter- 
ference or interruption may occur when the vehicle enters 
into areas in which communication may be blocked, such as 

j5 an underground parking lot or at locations in which heavy 
electro-magnetic interference exists, such as near electric 
power stations. 

In such a case, processor 26 of FIG. 1A may be employed 
to distinguish between lack of reception at an antenna due to 

w interference and lack of reception at an antenna due to 
breakage of an antenna by a thief. 

In a preferred embodiment of the present invention pro- 
cessor 26 compares signals received at vehicle theft preven- 
tion system 10 at a first lime Tl with signals received at a 

to second time T2. 

Preferably, sudi comparison is performed sequentially, 
and for many values of Tl and '17, such as tor several 
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i i. ■ i~ ,n«r#»riatpH »h-,t the It will be appreciated by persons skilled in the art thai the 

hundred sampling values. I is t o be W™£* J " , nV emio» is no. limited by what has been particu- 

companson b panned a each of antennas d Rather the scope of 

2rr inven,ion * defincd by " claims whlch follow: 

, 5 We claim: 

seconds - ... • .,„„, 1. For use in a vehicle, a vehicle theft prevention system 

Typically, when the vehicle enters an area in which there communicate with a central control 

ard^resulte in a detection of a smooth and continuous receive, via said antenna, the control signals transm.t- 

fade out in the reception of the signals received at T2 with ted by the central control station; and 

respect to the signals received at Tl, processor 26 deter- a processor which is operative to apply interference to 

mines that the communication is interfered with. 1S operation of at least one critical engine component in 

Ifhowever. the comparison performed by processor 26 at the vehicle alter an interruption in reception of said 

anv one of the antennas 18 and 20 results in a detectioo of control signals at said receiving unit 

2. A system, according to claim 1 and wherein sa«i 

!fan!k received at Tl processor 26 determines that the interference is applied a pre-determined time penod after 

an^aaTwhTch ui abru>t^uption occurred is broken » said interruption in reception of said control stgnals at said 

and that the vehicle is stolen. Generally, the abrupt inter- receiving unit. 

rttptiSo reception results in a signal of substantially zero a.Asystem according to <^." 1 

level at TZ includes interruption ofoperation of said at least one critical 

Kis'tobeappreciate «« ^ If ^ dffl^b^^«d „ t0 cllim , ^ whete in said 

^ot1tc^ot^n^^^»m^^ p^etrStimeperioLoftheorderofafewminutes. 

sampled a few hundred tmie^ detertrunauon ofa fade om P re ^ ? t0 claim i and wherein said control 

jSStr^l^^^ sigtXprisedig^ 

Iereawitnoroio»cu,»" s «nals comprise compressed digital signals, 

underground parking lot. 7 As yst em according to cUim 5 and wherein said control 

Alternatively, any suitable number of a«7<»Me d comprise personalized control word packets, 

may be entered by an installer of vehicle theft prevent™ wort pacKets^ pe ^ ^ g ^ a 

system 10 or pre-progranrmed and stored in memory Jz oi }s ' /decompressor wh ich is operative to decompress 

HO. 1A in accordance with parking eoadmn" and road compresso P 

conditions. It is to be appreciated that the order of difference sa.0 comp » to 8 claim t and wherein said c^rol 

between T2 and Tl may be also preprogrammed by the . ^ eQcryptcd * and thc systetn comprises an 

installer and stored in memory 32 ot HO. 1A. enCTVDtor/dccrypter which is operative to decrypt said 

In another preferred embodiment of the present invention «, signaK 

distinction between a state of no reception at an antenna due ^ ^ ^ accolding to daim 1 and comprising: 

to interference and a state of no reception at an antenna due . ^ ^ and 

to breakage of an antenna by a thief may be performed by • ¥q££^**nc from L processor instructions 

employing a user code. f . . Jt least 006 of voice messages and alarm 

In such a case, when no reception of signals is detected at 45 J\ f 

,n antenna, processor 26 may P™*"^'!^^ a sp Scerwhich is coupled to said speaker interface and 

the driver to enter a user code via keyboard 52 of FIGS. JA sp ajd , 0Qe of voice messlges 

and IB. Preferably, the message is displayed on display 34 is operative sw . p ay sa.a 

IS played by speaker 44 via speaker interface 36. If the ^^iS^t to claim 1 and comprising an 

driver does not insert the user code after a pre-selected ime 50 U. A system »™S < sai d. processor and to 

period, such as 2 minutes processor 26 detenmnes that the ngine Jj^"^ ~ £ e ^ whefcin aid 

driver is a thief and that the vehicle is stole* ^ iS^to fe^Jeniliveto interfere with the operation 

TV user code may be also employed at a hrstuse : o the » ^ ^ fa fesponse [Q 

vehicle, after a period in which the vehicle a parked. In such ot saw ^ 

, case, the user is instructed to enter a user code j t pre- 55 ^ * ^ , and comprising , 

selected time period after ignition. The pi^etoed time *V> ■ visual messages in response to an 

peri«l m aybeof.hoorderof2m 1 nutes,and^ d^play 0 'p^J ^ ^ 

not enter the user code, an alarm is generated. I is to be '".su™. p y t ^ £ risi 

appreciated that the user may employ a smart card, such as U- A system ac g 

1 .z: (dtp 1 a JncieaH of enterine a user code, a) a video camera interlace wnicn b wupreu". »<" U piu 

smart card 46 ot FIG. 1A, instead ot entering a user cooe. « operali ve to receive from the processor 

invention which arc, for brevity, described in the context ot «s /^'^ . c|aim l3 alicl a>mpfisillg ;l 

a single — en. -ay a^o be prov.ded separately or », ^ ^ = ^ ^ ^ „ J id ^ 

any suitable subcombination. 
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camera and to said processor and is operative to transmit at reception of said control signals at said at least one of 

least video pictures of the driver and said voice messages to said first antenna and said second antenna. 

said central control station via said antenna. 26. A system according to claim 25 and wherein said 

15. A system according to claim 14 and wherein said antenna control circuitry comprises: 

vehicle transmitting unit is also coupled to said compressor/ s a comparator which is operative to compare signals 

decompressor for compressing information which is to be received at said first antenna with signals received at 

transmitted to said central control station prior to (ransmis- said second antenna and to generate a comparison 

sion thereto. signal; 

16. A system according to claim 14 and wherein said a m icro-controller which is coupled to said comparator 
vehicle transmitting unit is also coupled to said encryptor/ 10 ^ ^ operative to receive said comparison signal and 
decrypter for encrypting information which is to be trans* -q generate an instruction in response to said compari- 
milled to said central control station prior to transmission SOQ signal; ana * 

tDcrct0 - .a selector which is coupled to said micro-controller and to 

17. A system according to claim 1 and comprising a said comparator and is operative to select one of signals 
memory which is coupled to said processor and is operative is K(xiyed J( ^ fifSt antenM afld rcceived at 
to store any of warning messages and pictures of a driver ^ an(enna m reS9O0SC t0 mc instruction 

18. A system according to claim 17 and wherein said provided by said micro-controller. 

memory is operative to store at least one of the following: 2? A systcm according t0 claim 2 6 and wherein said 

any information that is played to a driver and any informa- CQnUo[ c{icui(ry ^ a mcmory which ^ 
tion that is displayed to a driver. 20 couplcd t0 ^ microcontroller and is operative to store 

19. A system according to claim 17 and wherein said thrcshold valucs which are cmp i oyc d by said micro- 
memory is operative to store at least one of a time when COfltroIler t0 dctcnn j nc quality of operation of said first 
video pictures are photographed, a time of theft of the ^ of ^ amenna 

vehicle, a location of the vehicle, and a velocity of the 2g A me(hod of preventing a theft of a vchiclC| tbe 
vehicle. 25 method being employed with a vehicle mounted system 

20. A systcm according to claim 1 and comprising: wnich ^ operative to communicate with a central control 
antenna control circuitry operative to control said station which transmits control signals to the vehicle, the 

antenna; method comprising: 

a card reader which is couplcd to said processor and is ^ receiving said control signals via an antenna; and 

operative to communicate with a smart card, said smart applying interference to operation of at least one critical 

card being operative to control access to the vehicle; CQgmc component in the vehicle when said receiving of 

a °d said control signals is interrupted. 

monitoring circuitry which is operative to monitor the 29. A method according to claim 28 and wherein said 
status of at least one of said receiving unit, said antenna 35 applying step includes activating said interference to opera- 
control circuitry, said processor and said card reader. ti on of at least one critical engine component in the vehicle 

21. A system according to claim 1 and comprising a a pre -determined time period after said receiving of said 
keyboard for entering at least one of user data and installer control signals is interrupted. 

data. 30. A method according to claim 28 wherein said inter- 

22. Asystem according to claim 21 and wherein said user ^ fcrcncc includes interruption of the operation of said at least 
data includes at least one of a user code and a delay period one critical engine component. 

after which said interference to operation of at least one 31. A method according to claim 28 and comprising: 

critical engine component is applied. determining that the vehicle is stolen by a thief; and 

23. A system according to claim 21 and wherein said provic u n g a warning message to inform the thief that the 
installer data includes a delay penod, after which said 45 cQginc ^ ^ tomed off aftcf a ^ y 
interference to operation of at least one critical engine 32 A mcthod according to cIaim 31 and whc rcm said 
component is applied. dclay pcfiod is of thc ordcr of a fcw minutes. 

24. A system according to claim 1 and comprising a card 33 A mcmod accQrd ing t0 chim 31 aod whcrcin ^ Ucp 
reader which is coupled to said processor and is operative to of providing a warn ; ng message comprises generating at 
communicate with a smart card, wherein said smart card is SQ ^ Qnc q{ a voice messagej a visual warning message and 
operative to control access to the vehicle. an aUrm si , 

25. For use in a vehicle, a vehicle theft prevention system J4 A me(hod according t0 cIaim 31 md comprising 
which is operative to communicate with a central control photogra p hing a driver in response to said determining step, 
station which transmits control signals to thc vehicle, the 35 A melhod acC ording to claim 31 and comprising 
systcm comprising: jS slorul g at [ cast one 0 f information that is provided to the 

a first antenna and a second antenna, each operative to thief and pictures of the thief, 

receive the control signals transmitted by the central ^6. A mctno a according to claim 31 and comprising 

control station; : transmitting information indicating a theft of the vehicle to 

r antenna control circuitry which is operative to compare S aid central control station in response to said determining 

. signals received at the first antenna with signals 50 step, 

rcceived at the second antenna and to provide a deter- 37. A melhod according to claim 36 and wherein said 

minatibn of an interruption of reception of said control transmitting also includes transmitting information inelud- 

signals at at least one of said first antenna and said fog at least one of a time of the theft of the vehicle, a lime 

second antenna; and at which the pictures of the thief have been taken, a location 

a processor coupled to said antenna control circuitry and «s of ihe vehicle, and a velocity of the vehicle, 

operative to determine a theft of the vehicle in accor- 38. A method according lo claim 36 and comprising 

dance with said determination of said interruption of compressing said information prior *o said transmit tiny. 
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39. A method according to claim 36 and comprising 
encrypting said information prior to said transmitting. 

40. A method according to claim 31 and wherein said step 
of determining that the vehicle is stolen by a thief comprises 
determining that a valid smart card is not inserted in a smart 
card reader within a pre-determined time period after igni- 
tion of the vehicle. 

41. Amethod according to claim 31 and wherein said step 
of determining that the vehicle is stolen by a thief comprises: 

generating a message requesting a driver to enter a user 
code; and 

determining that the driver does not insert the user code 
during a pre-determined time period. 

42. A method according to claim 28 and also comprising 
transmitting a vehicle theft signal from the theft prevention 
system, the vehicle theft signal comprising an identification 
of the vehicle. 

43. Amethod according to daim 42 wherein said control 
signals comprise digital signals comprising periodic control 
word packets. 

44. A method according to daim 43 wherein said control 
word packets comprise personalized control word packets. 

45. Amethod according to claim 43 wherein the control 
word packets comprise personalization information and the 
identification of the vehicle comprises the personalization 
information. 

46. Amethod for preventing theft of a vehicle, the method 
being employed with a vehicle mounted system which is 
operative to communicate with a central control station 
which transmits control signals to the vehicle, the method 
comprising: 

providing a first "antenna and a second antenna, wherein 
each of said first antenna and said second antenna is 
operative to receive the control signals transmitted by 
the central control station; 

comparing signals received at the first antenna with 
signals received at the second antenna to provide a 
difference signal indiicating at least one of a difference 
in signal level and a difference in signal phase between 
said signals received at the first antenna and said 
signals received at the second antenna; 

determining an interruption of reception of said control 
signals at at least one of said first antenna and said 
second antenna; and 
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generating an indication of a theft of the vehicle in 

response to said determining step. 
47. A method according to claim 46 and comprising: 
selecting one of the signals received at said first antenna 
5 and the signals received at said second antenna in 
response to an instruction provided by a micro- 
controller, and 
providing the selected signals to a processor. 
io 48. A method according to claim 46 and wherein said 
determining step includes: 

comparing a level of said difference signal with a level 
threshold value; 
is comparing a phase of said difference signal with a phase 
threshold value; and 
determining an interruption of reception of said conltrol 
signals at at least one of said first antenna and said 
second antenna when at least one of the level of the 
20 difference signal and the phase of the difference signal 
exceeds said level threshold value and said phase 
threshold value respectively. 

49. A method according to claim 48 and comprising 
25 storing the level threshold value and the phase threshold 

value in a memory. 

50. A method of distinguishing between a vehicle theft 
and an interference in communication in a theft prevention 
system which is mounted in the vehicle and which commu- 

30 nicates with a central control station that transmits control 
signals which are received at the theft prevention system, the 
method comprising: 
comparing signals received at the theft prevention system 
35 at a first time period with signals received at the theft 
prevention system at a second time period; 
determining an interference of communication upon 
detection of a continuous fade out in reception of the 
signals received at the second lime period with respect 
40 to the signals received at the first time period; and 
determining a vehide theft when the signals received at 
said second time period are substantially of zero level. 

***** 
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